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This Tech Note explains what actions are necessary to inplenment DAL using
secondary AUTHI Ds, a facility of DB2. Secondary AUTH Ds are utilized in
conjunction with a systemresource security package (for exanple, RACF) to
sinmplify access to tables under DB2.

DI SCUSSI ON = - = = = = = =« = = x w o m ot o md e

Informati on on DB2 nodifications necessary to support secondary AUTHI Ds
shoul d be obtained fromthe relevant |IBM publications. Sinilarly, nore
i nfornati on on security procedures and strategi es (such as GROUP
definitions with RACF) can be found in the related IBMor third-party
publ i cati ons.

Wiy secondary AUTHI Ds ni ght be used

Secondary AUTHI Ds are generally inplemented in large IS environments where
there are many users that require access to nmultiple tables in DB2.

Al t hough a GRANT coul d be done for each user/table conmbination, it is
easier to assign users to different groups within the security software and
then GRANT table access to the groups, as opposed to the users. For
exanpl e, there mght be fifteen users who all work in the accounting
departnment that require identical access to a DB2 table. Al fifteen users
can be 'connected' to a group naned ' ACTG within RACF and then the
necessary access can be GRANTed (using SPUFI or other DB2 utilities) to
"ACTG. This way, if nore people are added to the accounting departnment,
they only have to be 'connected' to the group wi thin RACF;, no other GRANT
woul d be necessary.

How DAL i npl enents secondary AUTHI Ds
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Since DAL is not used for GRANTIi ng access to tables or performng any
system security functions, it can only take advantage of those accesses
that are already in place. To do so, the database open nust be perforned
with the 'as user <username>'" option. This should be done right after
opening the DBM5. An exanple is shown on the next page.

The DBMS and dat abase are opened wit hout usage of secondary AUTHI Ds. The
USERID that was utilized to |logon to the DAL MVS/ VTAM Server is ' RIOHNSO .

DAL> open DB2 DBMs
DAL> open dat abase ' DB2T'

A selection is perforned against a nonexistent table. The error generated
i ndi cates that the USERI D was prepended to the query.

DAL> select * fromfoo
eeceRenmDte DAL Erroreeee

*Error:
undefined table nane in database (-10204) table not found in database
"network", line 1 :

DSNT4081 SQLCODE = -204, ERROR RICHNSO FOO |'S AN UNDEFI NED NAME
DSNT4151 SQLERRP = DSNXOCA SQL PROCEDURE DETECTI NG ERROR
DSNT4161 SQLERRD = 500 0 O 1 0O O SQ DI AGNOSTI C | NFORMATI ON

The dat abase is closed and reopened using a secondary AUTHI D t hat either
does not exist or of which 'RJOHNSO is not a nenber.

DAL> cl ose dat abase;
DAL> open database ' DB2T' as user 'DALPROD ;
eeceRenmnte DAL Erroreees

eError:
dat abase not opened (-923) DB2T
"network", line 1 :

DSNT4081 SQLCODE = -553, ERROR: DALPROD SPECI FIED I'S NOT ONE OF THE
VALI D AUTHCORI ZATI ON | DS
DSNT4151 SQLERRP = DSNXRST SQL PROCEDURE DETECTI NG ERRCR

The dat abase is now opened using a valid secondary AUTHI D, and a sel ection
is again perforned agai nst a nonexistent table. This tinme, however, the
error nmessage indicates that the secondary AUTH D i s now prepended to al
qgueri es.

DAL> open database 'DB2T' as user 'DALTEST' ;

DAL> select * from foo

eeceRenmote DAL Erroreeee

*Error: undefined table name in database (-10204) table not found in
dat abase

"network", line 1 :

DSNT4081 SQLCODE = -204, ERROR: DALTEST. FOO I S AN UNDEFI NED NAME
DSNT4151 SQLERRP = DSNXOCA SQ. PROCEDURE DETECTI NG ERROR

DSNT4161 SQLERRD = 500 O O 1 0 O SQ. DI AGNOSTI C | NFORVATI ON

If the table ' DALTEST. FOO actually existed, a query woul d have been
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performed against it even though the USERID that | ogged on to the server is
" RICHNSO .

Verifying DB2 service |levels

If V2.2.0 of DB2 is being used, it is inportant to verify the application
of a PTF fromIBM This PTF, number UN23430, is specifically related to
the use of secondary AUTHI Ds with DB2. Contact your authorized |BM service
representative for nore information.
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