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LU 6.2 provides a powerful transaction processing facility . Along with this
power comes the responsibility for verifying access to network resources (that
is LUs, TPs). This technical note describes two functions SNAsps provides to
assi st the administrator in providing APPC security, nanmely: LU LU verification
and end user verification.

DI SCUSSI ON = - - = = = = = = = = x o m ot e f el

I ntroduction

SNAs ps provi des several |levels of security for APPC users. LU LU
verification is a session-level security protocol, invoked at the tinme the
session is activated. End-user verification is a conversation-|eve

security protocol, taking place at the time a conversation between two TPs
is started. This technical note describes the procedure for configuring and
usi ng these security features.

Note: it is only necessary to configure for end user verification when LU
6.2 applications are being renotely started at the Macintosh (that is the
SNAsps gateway is receiving attaches, that is FM+5's).

LU- LU Verification

Partner-LU verification is acconplished during session establishnment, wth
each LU using an LU-LU password and the Data Encryption Standard (DES)
algorithm LU LU passwords are defined on a partner -LU basis: one LU LU
password is established between each LU pair and used for all sessions

i nvol ving the pair.

To configure SNAsps to use LU-LU verification, use SNAsps Config to edit
the renpte LU resource. Enter the session password paraneter natching the
partner LU s password. If the passwords match exactly, the session is
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established; if not, then no session is enabl ed.

Not e: LU LU passwords are established by installation and
i mpl enent ati on-defined net hods outside of SNA. Example: for the AS/ 400 set
the LOCPWD par aneter associated with the AS/ 400 devi ce description

End User Verification

Partner end user (for exanple, transaction progran) verification is a
conversation-level security protocol used to control access to rempte TP
applications. Wen a TP wi shes to access another TP, it nust supply
adequate security information in the allocate conversation request to
satisfy the requirenents at the renote LU, or the request will be rejected.
A user |ID, password, and profile nmay be specified in the allocate request
that will cause the receiving LU to check an authorization |list before a
specific TP is started. Each LU indicates at session activation tine
whether it will accept LU security paraneters on allocation requests the
partner LU sends.

It is only necessary to configure SNAsps for end user verification when LU
6.2 applications are being started at the Macintosh (that is the Macintosh
TP is receiving attaches (that is FMH5's).

To configure SNAsps for end user verification, use SNAsps Config to set up
user IDs and profiles for a local LU Next assign user |IDs and profiles
fromthe associated |local LU to the specified transaction prograns. This is
done after selecting the TP security level you wish to use. Specifying
conversation |level security indicates that the userid, password and profile
in the allocate request will be checked, but that no TP access verification
is to be perforned. If one of the Access |evel security selections are
made, this specifies that resource-level security will be validated using
the authorization list specified for the TP. Next, use SNAsps Config to
edit the rempte LU resource so that conversation security is selected. The
pre-verified selection indicates that the local LU w Il accept
conversation-level security without requiring a password Therefore,
pre-verified should only be used if the sender is trusted by the receiver
to have perforned the proper verification of the user |ID

Not e: the APPC protocol does not encrypt end-user passwords.
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