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Ti ps for network conmuni cation failure, cannot "ping"
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Communi cation on a network (using "ping", "telnet", "rlogin", and so on)
requires the configuration of hardware and software to work correctly. If you
have either a hardware failure, or a software comunication problem you may see
anything froma slowdown in conmunication to 100% packet | oss (no
conmuni cati on).

The "ping" comand is often used to check network configuration. "ping" is a two
part application, one part on the sending nmachine and the other on the receiving
machi ne. When you send a ping to anot her host, the software di spatches packets.
The packets activate a process at the receiving nachine that responds by sending
t he packets back. If Machine A sends the packet, but the packet never reaches
Machi ne B, you will see 100% packet |oss from Machine A |f Machine B receives

t he packet, sends it back by a different route, and the packet gets |lost, you
will also see 100% packet | oss on Machi ne A

The followi ng strategy for problemdeterm nation is divided as foll ows:

e Checki ng the Hardware
e Checki ng the Environnent
e Checking the Configuration

Checki ng the Hardware

Ensure that all plugs are secured and screwed down on the adapters.



Hardware Tip 2

View the status of existing adapters and interfaces (the adapter is the physica
hardware; the interface is the software that enabl es conmuni cati on on that

har dwar e) :

Execute the following to check the adapters and interfaces:

| sdev -C | pg

The followi ng adapters may be I|isted:

ent # St andard <Et hernet > Adapter or H gh Performance <Ethernet>
Adapt er
t ok# Token Ri ng Hi gh Perfornance Adapter

Verify that the adapter you are using is "Available". The term "Avail abl e"

i ndi cates that the Network Server recognized that this adapter was ready for

use. If the adapter is "Defined", then you need to verify that your hardware is
installed correctly. The term "Defined" indicates that the Network Server at one
time knew it had avail able hardware in that slot but currently cannot identify
that it has the hardware.

The following interfaces may be |i sted:

en# St andard <Et hernet> Network I nterface
et# | EEE 802. 3 <Ethernet> Network Interface
Verify that the interface you are using is "Available". If it is listed as

"Defined", then you do not have your interface configured. The Standard

<Et hernet > Adapter and the Hi gh Perfornance Adapter can utilize either the en#
or et# interface. (These designate which protocols are available on the

<Et hernet> styl e adapters.)

Hardware Tip 3

Check the error report by executing the foll ow ng:
errpt -a | nore

Look at the Date/Tinme line. The error log is in LIFO order (last in, first out)
so the last error logged will be the first one displayed. If the date is not
today's date, then you may not have a hardware error. If it is the current date,
check the ERROR LABEL field for errors such as:

<Et her net >



The above errors will generally mention that the error is hardware rel ated.
Reverify that all plugs are secured and screwed down on the adapters. You nmay
want to reseat the adapters in their slots (proceed with caution) and then ping
again and see if any nore errors are reported.

Checki ng the Environnent

Execute the following to check the network statistics:

netstat -m
If the last three |ines have sonmething other than "0" then your system nmay be
exhibiting an "nbufs full" problem Refer to IBMAI X Version 3.2/4.1 Perfornance
Moni toring and Tuni ng Cui de (SC23-2365).

26 mbufs in use

16 nbuf cluster pages in use

70 Kbytes allocated to nbufs

0 requests for nbufs denied

O calls to protocol drain routines

Kernel malloc statistics:

If the "requests for nbufs denied" |ine has sonething other than "0", your
system may be exhibiting an "nbufs full" problem Refer to the |IBM Al X
Per f ormance Monitoring and Tuni ng Gui de (SC23-2365-03).
Environnental Tip 2
Det er mi ne whi ch nachine is having the conmuni cation failure:
From Machi ne A, ping Machine B. On Machine B, execute the follow ng:
arp -a
The output will look simlar to:
ausvnB. austin.ibmcom (129. 35. 26.21) at 10:0:5a:ac: 22: 71 [token ring]
rt=a40: 22al: c211: bb11: d3a0

cia.austin.ibmcom (129.35.22.192) at 10:0:5a:a8:el:9d [token ring]

risc.austin.ibmcom (129. 35.28.168) at 10:0:5a: 9: 2c: bl [token ring]
rt=830: 22 al:c211:2270

ausnanel. austin.ibmcom (129.35.17.2) at 10:0: 5a: a8: 2b: 92 [token ring]



rt=a40: 22al:c211:bbl1l:cffO0

Check the listing for Machine A's hostname and | P address. If Machine A is NOT
in the list, then packets never get from Machine A to Machine B. Either Mchine
A is the problemor sonething between Machine A and Machine Bis the problem |If
Machi ne B DOES have Machine A in the list, then either Machine B is the problem
or the return path to Machine Ais a problem Go back to the beginning of this
fax and begin to work through the steps with Machi ne B

Environnental Tip 3

If NISis running, it may interfere with pinging by hostnane. You nay want to
di sable this option until ping and telnet are working to sinplify problem
determ nati on. Then, once you can ping, enable NI'S and see if you have ping
problenms. If you do, your NI'S configuration needs to be reviewed for
correctness.

To disable NIS, start smit with "snit comunications" and choose the follow ng:

NFS
Net wor k I nformati on Service (N S)
Start / Stop Configured NI'S Daenpns

Then choose the appropriate stop itens fromthose displ ayed:

Stop the Server Daenon, ypserv
Stop the dient Daenon, ypbind
Stop the yppasswdd Daenon
Stop the ypupdat ed Daenon

Environnental Tip 4
Verify that your netmask is correct. (A full discussion of a netrmask is outside
the scope of this docunent.)

You can access Machines with |IP
I f your I f your addresses |isted bel ow wi t hout
Address is Net mask is addi tional routing information

110. 120. 130. 140 255, 255.255.0 110. 120. 130. *
110. 120. 130. 140 255.255.0.0 110. 120. *. *
110. 120. 130. 140 255.0.0.0 110.*.*.*

Checki ng the Configuration

To verify that the hostnanme is still the correct hostnane for this machine,
execute the foll ow ng:



host nane

The string returned should be the hostnane of this nmachine. If the nane returned
was not what was expected, run "smit tcpip" and choose the following to set the
host namne.

Furt her Configuration
Host nane

Configuration Tip 2

Verify that the IP address is what is expected by executing the foll ow ng:
host your host nane

The out put should be simlar to:
zconmil. austin.ibmcomis 129. 35.31.99

If the output is not what was expected, you need to correctly configure the IP
address for this adapter or check the nanme resolution (see steps bel ow).

Configuration Tip 3

Check to see if you are running Domain Nanme Service (DNS):

If /etc/resolv.conf exists, then you are using DNS. Disable DNS by renaning this
file to sonme other fil enamne:

mv /etc/resolv.conf /etc/resol ve. conf. hold

If you can now ping, then something is wong with DNS configuration. (In the
/etc/hosts file, you nay have to add the | P address and host of the nachi ne you
are trying to ping.)

Configuration Tip 4

Exami ne the /etc/hosts file. Verify that your hostnane is in the file only once
and that there is no corruption in the file. If your hostnane belongs to two IP
addresses, then the first hostnanme it finds in the file will be the |IP address
that is used. Also, check for a duplicate |IP address.

Configuration Tip 5
é;éé;;é-;hé-;giiggjng to ensure that software is |oaded correctly:
| ppchk -v
This will execute for a while and then come to a pronpt. If any error nessages
are displayed, it indicates a possible install or update problem correct the

error and then try pinging.

Configuration Tip 6



Pi ng by hostnane, then by |IP address. Both should respond in the sane nanner. If
they don't, check the /etc/hosts file again for duplicates.

Configuration Tip 7

Pi ng other machines, routers, etc. If only one nachine is failing on the ping,
your machi ne coul d have one of the foll ow ng:

a gateway problem
a route problem

Configuration Tip 8

The following steps illustrate the procedure you will need to use to verify the
adapter configuration:

netstat -i

The above command shoul d produce output simlar to the foll ow ng:

Nane M u Net wor k Addr ess | pkts lerrs Opkts Cerrs Col |
| o0 1536 <Link> 149827 0 149827 0 0
o0 1536 127 | ocal host . xxxxx 149827 0 149827 0 0
trO 1492 <Link> 5603085 48642 89675 0 0
trO 1492 129.35.16 XXXXXX.XXXXXX.X 5603085 48642 89675 0 0

Sone fields and val ues you may see in the above output are:

tr0 Represents token ring interface

en0 Represents standard <Ethernet> interface

et0 Represents | EEE 802. 3 <Ethernet> interface

l 00 Represents the | oopback mechani sm

lerrs/Qerrs Shows errors for incomng and outgoi ng packets

If you see only 100, or if there is an "*" next to your interface, you need to
configure the interface again.

Cerrs are bad and may point to a hardware error

lerrs generally indicate that your interface is receiving packets for which it
does not recognize the format and i s discarding them

If you have checked everything and the ping is still not working and you are
runni ng <Ethernet>, try reversing protocols (en0 to et0 and vice versa).

As a final try, you can renove the interface and adapter and try starting again.
You can do this fromthe conmand |ine:

ifconfig <interface> detach
rnmdev -d -l <interface>



rnmdev -d -| <adapter>

Then you will need to reconfigure the adapters and interfaces. You can do that
in any of these ways:

* Reboot, or
e In smt, choose:

Devi ces
Configure Devices Added After |PL

or
* Fromthe comand |ine, execute:

cfgmgr
The above procedures will configure interfaces in a defined state and adapters
in an available state. Use normal procedures to custonize the configuration for

your system
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